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Abstract

As compared to the earlier generations of mobile com-
munications (1G to 4G), the fifth one (5G) is a major
business, regulatory, and technical discontinuity. Fur-
thermore, unlike the previous generations, 5G is also
much more of a geopolitical and geoeconomic battle-
ground. These shifts are neither well-understood nor
fully reflected in public and private strategies.

This report opens the Mobile is Global (MiG) project
of CKIR and ETLA that is kindly supported by Business
Finland. The project assesses geoeconomic realities
influencing future developments in mobile communi-
cations, offers a roadmap to lessen future uncertain-
ties, and provides recommendations for paths forward
for Finnish and European policymakers and industry.

In this report, we give a specific interpretation of Finn-
ish national interests in the context of 5G and use this
interpretation to derive a framework to think about
geopolitically motivate internal and external threats
and security issues. We also discuss the broader con-
text for thinking about the future of mobile commu-
nications and delve into its technical and regulatory
aspects.
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Tiivistelma

5G geotalouden aikakaudella:
Mika on Suomen pelikirja?

Mobiiliviestinnan viidenteen sukupolveen (5G) liittyy liiketoi-
minnan, regulaation ja tekniikan nakdkulmista huomattavia
epajatkuvuuksia aiempiin sukupolviin (1G-4G) verrattuna. Toi-
sin kuin aiemmat sukupolvet, 5G on myds geopoliittinen ja geo-
taloudellinen taistelukentta. Nama epajatkuvuudet ovat huo-
nosti ymmarrettyja, eika niita ole huomioitu riittavasti julkisen
ja yksityisen sektorin strategioissa.

Tama raportti aloittaa CKIR:n ja Etlan toteuttaman ja Business
Finlandin tukeman Mobile is Global (MiG) projektin, jossa tut-
kitaan geotalouden vaikutuksia mobiiliviestinnan kehitykseen,
laaditaan tiekarttaa tulevien epavarmuuksien vahentamisek-
si seka annetaan suosituksia suomalaisille ja eurooppalaisille
paattdjille ja elinkeinoeldmalle.

Tarjoamme tdssa raportissa tasmennetyn tulkinnan Suomen
kansalliselle edulle 5G:n kontekstissa ja luomme sen pohjal-
ta viitekehyksen geopoliittisesti motivoituneiden sisdisten ja
ulkoisten uhkien ajattelemiseksi. Kasittelemme my&s mobii-
liviestinnan tulevaisuuden laajempaa kontekstia seka tarjo-
amme nakodkulmia aihetta sivuaviin teknisiin ja regulatorisiin
kysymyksiin.
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1 Setting the scene

On the project

This is the opening report of the Mobile is Global — How
the new geopolitics influence the 5G and 6G industry and the
Finnish innovation ecosystem project, which is a collabora-
tive research effort of Aalto University’s Center for Knowl-
edge and Innovation Research (CKIR) and ETLA Economic
Research. The project is kindly supported by Business Fin-
land (Diary Number 3265/31/2024).

The Mobile is Global (MiG) project

- assesses geoeconomic realities influencing develop-
ments in mobile communications,

- offers a roadmap to reduce future uncertainties, and

- provides recommendations for paths forward for
Finnish and European policymakers and industry.

MIiG consists of five work packages, of which this report
mostly relates to the first.

The purpose of this report is

- to establish the context for the project,

- to highlight key issues, and

- to serve as a starting point for the other four
work packages.

On the title

Our title 5G in the Era of Geoeconomics: Playbook for Fin-
land? calls for an explanation.

Even though we are thinking of the future of mobile com-
munications, we label the discussion by its fifth genera-
tion (5G) - just to be concrete in our thinking.

We are thinking of mobile communications via succes-
sive, overlapping generations defined by applicable na-
tional and international technical standards that — after
establishment and roll-out - span a diverse and large sys-
tem of private and public actors.

While the evolution of mobile communications has been
greatly molded by nation-states as well as government
and international agencies, in the past its most success-

ful aspects have been driven by private businesses that
both collaborate and compete internationally.

This competition has been mostly fair in the sense that
technical merits in standardization and in provision of
gear have carried weight and that providing superior cus-
tomer value has tended to translate into respective pro-
viders’ growing market shares. The consequences have
been fast technical evolution and rapid adoption, which
in turn has provided large societal benefits.

Geoeconomics, which we define as international power
politics by economic means, has been reasonably remote
from 1G to 4G but is quite prominent in 5G - and most
likely in future generations of mobile communications.

As for the Playbook for Finland? subtitle, we indeed focus
on Finland but consciously thinking of any similar small,
open economy — most notably also Sweden. Despite the
subtitle, we address mobile communications as a global
phenomenon - with a distinct European focus.

The subtitle is posed as a question: Does Finland need
a (new) playbook in this context? If so, what should it
look like?

Since this is the opening report of our project, the pur-
pose here is rather to set the stage for our subsequent
efforts than to provide definite answers.

Geoeconomics

Amano Tatsushi of JBIC! defines geopolitics as “realism”
and geoeconomics as its “economic means”.? Realism
refers to his grim view that nation-states use any means
necessary to pursue their interests and that cross-bor-
der dependencies are increasingly interpreted as nation-
al vulnerabilities.

Wigell et al. (2022, p. 12) suggest that in ”... the broadest
sense, geoeconomics is the pursuit of power politics using
economic means. This includes measures such as embar-
goes, sanctions, export controls, anti-competitive subsi-
dies, investment screening mechanisms and data localiza-
tion measures.” The word power here suggests that Finland
rather adapts to than influences how geoeconomics plays
out, although the EU at large is of course a sizable player.
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Wigell et al. (2022) note that geoeconomics affects busi-

ness enterprises at three levels:

1. market segments and even entire countries may be-
come no-go business areas;

2. competitive dynamics change, as political preferenc-
es shift towards national champions; and

3. geoeconomics needs to be embedded into business
strategies, when governments increasingly intervene
in cross-border flows of goods, services, capital, peo-
ple, and information.

The Wigell et al. (2022, p. 35)* definition of geoeconom-
ics borders on conducting “war by other means”, which
the authors (p. 21) indeed make explicit: “The weap-
onization of economic relations refers to the increasing
trend of harnessing and disrupting economic relations to
gain strategic and national security advantages.”

The above sounds as the opposite of the three-decade
great moderation era of globalization that prevailed un-
til the eve of the 2008-2009 great financial crisis. In this
era, deepening cross-border ties were seen not only as
a source of economic prosperity but also as a way to al-
leviate tensions among nation-states, i.e., as a means to
achieve better national security.

If economic weaponization is taken to its logical con-
clusion, it implies that nation-states would have no
cross-border interaction at all.* This impossibility brings
us to consider a meaningful interpretation of national se-
curity and other interests in the context of 5G.

National interest

To discuss analytically how geoeconomics and 5G mix,
we need to define explicitly what Finland seeks as a na-
tion-state.

Geopolitics is closely aligned with national security. Geo-
economics certainly relates to national security but, in
our thinking, it also aligns with other interests, such as
national prosperity.

While we find it difficult to define Finnish geoeconomic
interests in general, doing it in the context of 5G appears
straightforward — via a simple split in Exhibit 1:

- 5G use: To maximize the positive societal impact on
the side of 5G use, we want the most widely available
and the highest quality infrastructure with the lowest
possible costs of build-up and operation.

- 5G provision: Building up, operating, and providing
services over 5G offers a wide range of domestic and
international business opportunities. The interest
in 5G provision is to maximize generation and cap-
ture of Finnish national value added. Even though
here we are in the context of 5G, this maximization
should take place across all economic activities - in
other words, if resources are best employed in other
lines of business, the implication could well be that
Finland has less interest in 5G provision.

In both 5G use and provision, national interests should
be understood in terms of net present value - evaluating
not only immediate costs/harms and returns/benefits but
also how they evolve over time.

Trade-offs need to be considered in addressing national
interests. A nation-state has every right to pursue sover-
eignty in technology and in the provision of goods and
services but, in a world utterly dependent on geographi-
cally dispersed production, sovereignty comes at a cost:
on the positive side, interconnectedness via global sup-
ply chains (and specialization it implies) makes us more
prosperous as long as cross-border links are intact - on
the negative side, interconnectedness makes us vulner-
able in less fortunate times.

Exhibit 1 Finland’'s national interest

5G use

Maximizing:

— Diffusion

— Quality

— Interconnectivity
Finland’s
national
interest

5G provision
Maximizing:
— Domestic value added

— Across all activities

— In the longer term

Source: The authors' illustration.
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Because interest in 5G provision spans across all eco-
nomic activities, Finnish interest here is somewhat mut-
ed and may primarily focus on business activities direct-
ly related to 5G use.’

Four implications

The previous section implies four core domains of Finn-

ish interest in 5G:

- Speedy and widespread diffusion. Having predict-
able and supportive investment and business envi-
ronment.

- Low build-up and operating costs. Promoting pri-
vate competition while also avoiding wasteful repli-
cation.

- Robustness against internal and external threats.
Addressing attack vectors that could reasonably com-
promise availability of service.

- Keeping data secure. Understanding what data and
security in 5G mean. Considering legislative and tech-
nical means to address cybersecurity.

Attack vectors
Internal and external threats could be mediated via myri-
ad of attack vectors over the life cycle of mobile commu-

nications from establishing governing legislation, spec-
trum allocation, and standard setting all the way to the

Exhibit 2 Attack vectors

D Device: Point of end-user access

Cloud: Processing and storing data

/ Infrastructure: Over the air

((( ))) in a radio access network
"

()
A

Source: The authors' illustration.

and over a wire after it

stage when infrastructure and devices are retired from
service.

In real time, threats and attack vectors relate to the cur-
rent operational infrastructure as illustrated in Exhibit
2. An attack could be aimed at compromising the whole
infrastructure or some of its users.

The chain in Exhibit 2 is truly as strong as its weakest
link. Most known attacks have happened at a device or
via direct (cloud) service provision to it. Thus, strictly
speaking, they fall outside 5G.

At the level of the infrastructure, provider diversity, cer-
tification and testing, end-to-end encryption, and veri-
fication of content and data are among deployable secu-
rity features.

The infrastructure itself faces risks - e.g., the possibili-
ty of physical sabotage and natural phenomena such as
solar storms — beyond what is implied above. With in-
creasing dependence on mobile connectivity, this risks
extend to other areas such as health care and smart grids.

Data onion

Essentially all information and communication technol-
ogy (ICT) is dual use, i.e., it has both civilian and mili-
tary applications - no wonder that, e.g., NATO has keen
interest in 5G.°

Applying military logic to the fullest implies that one
should not rely on foreign entities at all. If such logic is
applied to 5G, a small open economy could not have mo-
bile communications at all, since complete domestic pro-
vision is not feasible (at an acceptable cost).

Dual use also applies to data. For example, social me-
dia posts and geolocations from heart rate monitors can
be used in espionage. In times of war, a soldier’s care-
less opening of a mobile phone is an invitation for ene-
my fire. Also in the case of data, applying military logic
to the fullest leads to an impossible conclusion that no
data should be publicly available.

In Exhibit 3, we suggest thinking of national data secu-
rity interests as layers of an onion. The most nationally
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Exhibit 3 Data onion

Nationally critical

Never transferred
over 5G

Nationally sensitive

Heavily encrypted
if transferred
over 5G

Privately sensitive
Encrypted

Public information

Source: The authors' illustration.

critical information never rides on public infrastructure,
so it falls out of consideration in the context of 5G. The
second tier, nationally highly sensitive information, does
ride over public infrastructure, but in a heavily encrypt-
ed form and between dedicated terminals.

The outermost layer in Exhibit 3 concerns information
that is, from the outset, publicly available.

With the above logic, the primary 5G data security con-
cernisin fact in the layer that we label privately sensitive
in Exhibit 3; its security is still imperative but addressing
it is less of a hurdle than in the inner layers.

Stack

A stack is a standard way of thinking about interrelat-
ed aspects of an ICT infrastructure. At the bottom of a
stack, one typically finds physical underpinnings such as
fiber-optic cables; final uses are found on top.

In Exhibit 4, we have drawn one version of the 5G stack.
Even at this broad level of aggregation, 5G is quite com-
plex. Each level has somewhat different geoeconomic and
security concerns and spans its own set of attack vectors.

In our view, the four implications above suggest that mo-
bile communications operators — towards the middle of
the stack in Exhibit 4 - are crucial in fulfilling national
interests when it comes to 5G.

Exhibit4 5G infrastructure stack

Access devices

End-user applications and services
Mobile communications operators

Cloud and ot

Developer tools, middle ware, and data

Operating systems and protocols

Servers, switches, fibers, base stations etc.

Physical locations, electricity

Source: The authors' illustration.

Dynamic view

The stack provides a valuable framework for consider-
ing ICT infrastructures; however, it is limited by its in-
herently static nature. National interests in 5G need to
be thought about in terms of net present value and over
the long term, i.e., dynamically.

A new generation of mobile communications starts with
setting at least some design principles and allocating spec-
trum for future purposes. This planning is initiated decades
before a commercial roll-out of infrastructure and devices.
Thus, assuming a dynamic view means that a nation-state
(and a regional body, e.g., the EU) must plan ahead and
anticipate consequences of its actions decades ahead.

Policy

In the context of 5G, societal policy operates via four

levers:

- Who has access to resources such as spectrum, geo-
graphical locations, finance, and human resources?

What are the fields of (private) competition and on
what terms competition takes place?

What are the possibilities for interoperability and for
offering services and solutions riding on the infra-
structure?

- What choices, rights, responsibilities, and degrees of
freedom do end-users - both businesses and individ-
uals - have?

~
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National policy making, addressing the above questions,
takes place in an international context illustrated in Ex-
hibit 5. International law and the established interna-
tional mobile communications standardization apparatus
is found on top and, with our perspective emphasizing
5G use, the most important part — mobile communica-
tions operators — are found at the bottom. Lobbyists al-
so play a key role in shaping 5G policy at both nation-
al and international levels, influencing everything from
global standards to national implementation and pushing
the interests of telecom operators, tech firms, and other
stakeholders into policy decisions.

Value creation

Both in the regulatory and business side, ultimately the
fundamental driver of developments in mobile commu-
nications is, in our view, economic value creation.

As is typical in earlier stages of technological develop-
ment, value creation is more intense towards the bottom
of the stack and then moves upwards over time.

In the earlier generations, much of the value creation was
in handsets and in applications and services that directly
ran on them. Currently, much of the value in the stack is
in the utilization of data. Communications networks are
the fundamental enabler in making the data available as
well as in enabling data-based value creation.

Exhibit 5 Regulatory structure

International

General: International law, ies ( 0), and agreements (e.g., GATT)
5G: Tech policy statements, internat. standards (e.g. ITU, 3GPPP, O-RAN), etc.

European Council (the heads of state or government):
The EU’s overall direction and priorities

Eur. Commission:
Proposes and
implements

policies, ensures Citizens’
compliance representation

i

European
parliament:

EU Budget/Funds,
Legislative Acts:
Regulations,
directives, and
non-legislative acts

Public agencies implementing and enforcing regulation

Private mobile communications operators and their providers

Source: The authors' illustration.

Tools for thought

The purpose of this section has been to provide some
tools-for-thought and a frame of reference for reading
the remainder of this report.

In this section we have:

- Given a specific interpretation of Finnish national in-
terests in the context of 5G.

- Shared some thoughts on attack vectors of internal
and external threats.

- Introduced a data onion for thinking of data security.

- Used the 5G stack to suggest that core Finnish inter-
est might be in a specific layer of it - mobile commu-
nications operators.

- Framed out dynamic view on societal 5G policy and
given a flavor of the international context in which it
takes place.

2 Introduction

In the late 1990s and early 2000s, mobile telephony was
a domain in which international coordination and collab-
oration was exceptionally intense and successful. By the
advent of 4G, the world managed to nurture a single and
nearly perfectly interoperable mobile communications
standard/infrastructure that became to blanket the earth.

Today, with an estimated 7.41 billion global users,” mo-
bile telephony is arguably the most foundational tech-
nology for all societies. With this, future evolution of
mobile communications is fundamental to all countries
- particularly for the ones that play a role in providing
these technologies.

Late in the Obama administration (lasting until 20 Jan.
2017), technology became the focal point of geopoliti-
cal tensions between China and the United States. Early
in Trump’s first presidency, the emphasis was on big da-
ta and platforms but then 5G became the primary flash-
point. Even though the flashpoint upon writing this in
late 2024 is artificial intelligence, the US trade restric-
tions against China remain the most intense in the con-
text of 5G, as manifested by a broad and long-lasting
blockade of Huawei — previously a leading global 5G
provider.
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The EU’s and its Member States’ roles in the US’ and
China’s ongoing geopolitical struggle is ambiguous.
It has traditionally aligned with, and depended on,
the US on matters of defense and security. However,
both the EU and its Members do have distinct national
interests.

In the current era of increasing lawlessness and mudsling-
ing in international relations, especially small, open, and
tech-driven economies - such as Finland — must care-
fully consider, what national strategies and policies best
support citizens’ future prosperity (For discussion, see
Ali-Yrkko et al., 2024).

3 Context

Up until the late 1990s, digitalization largely fell under
three categories,

- telecommunications,

- computers/electronics, and

- media/content,

all with their own providers and operators. In public pol-
icy, the three were considered separately — and large-
ly nationally.

In the postwar era, telecommunications have gone from
a public utility, often run by a state monopoly, to rela-
tively open competition among numerous private com-
panies. Within telecommunications, mobile telephony
formed its own vertical up until the early 2000s. Since
then, however, we have experienced rapid technology
convergence.

With 5G, mobile communications is increasingly a gen-
eral-purpose technology - like steam over 200 and elec-
tricity over 100 years ago — forming the backbone of the
all-IP (Internet Protocol) world.

Perhaps the most important use case for 5G is Internet of
Things (10T) and machine-to-machine (M2M) communi-
cations, which are both crucial to, e.g., autonomous lo-
gistics and virtualized health care.

While widespread global deployment of IoT/M2M is still
ahead of us, it is seen as a pivotal step towards a truly
connected society. This would create a digital version, or

a digital twin, of our physical world, mirroring it in real
time (for discussion, see NTT DOCOMO 2023).

Already, more than half of Internet traffic originates from
mobile devices; most bits/data touch upon mobile com-
munications infrastructures at some point of their ex-
istence. The widespread use of mobile technology has
enabled online services and apps to reach massive user
bases at unprecedented speeds, accelerating product life
cycles and adoption rates. For example, while Netflix took
3.5 years to reach a million users, ChatGPT achieved it
in five days, and Threads in just one hour.

Over the last twenty years, mobile-driven connectivi-
ty has fueled the raise of gigantic American (e.g., Apple,
Google, and Facebook) and Chinese (e.g., Alibaba, Baidu,
and Tencent) platform companies.

Digital platforms are central to the 5G story, since they
are the primary means of collecting vast amounts of da-
ta on essentially all individuals and organizations. And,
to make use of the data, platform companies are among
the leading developers of artificial intelligence, which in
its own right constitutes a transformational general-pur-
pose technology.

The complicated interaction of 5G, platforms, data, and
artificial intelligence has brought privacy and security is-
sues to political agendas in virtually all countries and re-
gions. The major players - the US, China, and the EU -
have chosen quite different political and regulatory paths
into an information-driven economy (for discussion, see
Harakka, 2023).

4 Nordics

The evolution of the mobile communications industry is
an interesting, and quite Nordic, saga.

In year 2000, Nokia’s direct share of Finnish GDP peak-
ed at 4%, which the respected British business period-
ical The Economist called the world record for a single
company (outside oil- and other resource-dependent
countries).® At the same time, Ericsson’s share of Swed-
ish GDP was 2%. Since Sweden is twice the size of Fin-
land as an economy, moneywise Ericsson’s and Nokia’s
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roles were about the same. Even today, the two compa-
nies are nationally important.’

Ericsson and Nokia loomed large thanks to intense pub-
lic-private collaboration in nurturing the Nordisk Mobil
Telefon (NMT, a first-generation mobile standard, 1G)
standard since the late 1970s and in particular thanks
to the first European, and ultimately global, Groupe Spé-
cial Mobile (GSM, a second-generation mobile standard,
2G) standard developed since the late 1980s.1° With
over 50% of all standard-essential GSM patents, Nokia
and Ericsson cemented their influence in the mobile in-
frastructure market and solidified their industry lead-
ership.

In the subsequent 3G and 4G standardization rounds
things got messier and more politicized, even though the
same basic setup was still applied; in standardization and
essential patents, the US and Qualcomm became to the
forefront at the expense of Ericsson and Nokia.

A standard is a bundle of agreed technical solutions and
interfaces, which need to be embodied in compatible
goods and services to generate business and economic
value added. Countries that plan to be just users of tech-
nology are not in a rush to implement it; the ones that
want to be providers of technology want to be among the
first implementors in order to lock in precious fast-mover
and early-adopter advantages - this is exactly what Swe-
den and Finland did with 1G and 2G.

In 5G, China, and particularly Huawei, followed the GSM-
era examples of Ericsson and Nokia. Huawei invested
heavily in R&D and standardization processes. It worked
closely with academic institutions worldwide (Yan &
Huang, 2022), also something that its Nordic peers cher-
ished early on.

5 Ecosystem

Suraci et al. (2021) comb scholarly literature to identify
5G stakeholder groups. Exhibit 6 features their classifica-
tion. The authors note that a (licensed) mobile network
operator’s role is quite complex in the literature — and
arguably even more so in real life -, although a useful and
often sufficient simplification is to consider separately
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the ownership of infrastructure and the operation of its
service provision.

Fransman (2010) offers another way to categorize 5G
ecosystem actors. In his view (Exhibit 7), there are four
groups of entities: Since 1G, features of the air interface
have not only defined the generation but also spanned
a distinct group of stakeholders. Applicable regulations
(e.g., net neutrality) induce separations of networks/in-
frastructure and services/devices. What rides on a net-

Exhibit 6 5G stakeholder groups as recognized
in scholarly literature

Stakeholder Description

Hardware and software
providers, equipment
manufacturers

Infrastructure providers
(and other suppliers) of
mobile network operators

Mobile service providers

Mobile network operators

Tenant

Service provider

Developers

Over-the-top services

Brokers

Subscribers and
end-users

Others: verticals (e.g.,
health care and trans-
portation), SMEs,
startups, public bodies,
standardization bodies,
end-user equipment
manufacturers

Provision of network
infrastructure
components

Ownership and lease
of assets “as a service”
(without operating)

Operation of infrastructure
(without owning)

Ownership and operation
of mobile communications
infrastructure (a combo of
above two)

Reseller of virtual network
resources

Offering services to con-
sumers (this role can be
played by several entities)

Creation of applications
for various stakeholders

Service providers on top of
the network (e.g., Facebook,
Netflix, and YouTube)

Mediation between stake-
holders (e.g., in negotiating
service level agreements)

Final consumption of
infrastructure-supported
services

Either benefitting from
infrastructure services
or participating in infra-
structure development

Source: Chiara Suraci et al. (2021, Table 1 - with modifications).
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work and devices used to access it — content of all types
and (meta)data -, further spans other groups of stake-
holders.

The 5G ecosystem’s complexity is somewhat reduced
when looking at it at two levels of abstraction. At the
higher level, vendors, manufacturers, operators, and oth-
er complementary actors together ensure the existence
of communication functionality by providing an acces-
sible and reliable infrastructure. Their main collective
function is, to play on Nokia’s old slogan, to connect
people (and organizations). Security, maintenance, and
other functions are, at this level, support functions nec-
essary for the main function to work as intended, but not
the reason an infrastructure is built. Connective func-
tionality then becomes a contextual asset in the overall
innovation ecosystem in which a multitude of other ac-
tors exist (Exhibit 6), including developers, service pro-
viders, OTT companies, and all other actors that have
business models that rely on connectivity for their val-
ue propositions (i.e., beyond their normal daily com-
munication needs).

Many of these are, in turn, connected with each other and
external actors in the production and delivery of a value
proposition that none of them could effectively achieve
alone. In other words, the innovation ecosystem supports
a number of business ecosystems which are clusters of
actors that generate customer value together (Hannah &

Exhibit 7 5G stakeholders and their symbiotic
relationships

Platform,
content and
applications

providers

Network

operators

Networked
element
providers

Source: A slightly modified version of Exhibit 3
in Fransman (2010, p. 37).

Eisenhardt, 2018; Valkokari, 2015). Each of these actors
has a business model that (leverages assets to) contrib-
ute with some function to the others in the network or
to the end customer.

Innovation ecosystems are wider, and their output is in-
novations, i.e., new value propositions. Business ecosys-
tems, on the other hand, are set up to realize the value
of earlier innovations. However, when a new technology,
such as 5G, becomes available in an innovation ecosys-
tem it allows value creation to reach higher levels. Pri-
marily, new technology has this effect by removing ex-
isting constraints, thus making new innovations possible
(Normann, 2001). These innovations, when manifesting
as new value propositions, can make previous business
ecosystem functions redundant and require new ones to
be added, often resulting in structural changes in ecosys-
tem role dependencies (Thorén, 2021).

6 Use cases

In thinking of 5G use cases, the emphasis should be on
examples were having an over-the-air link is crucial, as
otherwise the topic converges to a general discussion on
digitalization.

While a human on the move, e.g., in a car, is a typical
example, a use case may well happen in a narrowly de-
fined geographical environment. For example, an auto-
mated underground drilling rig needs wireless connec-
tivity, albeit only in a well-defined 3D space spanned by
mineshafts.

While pilots, demonstrations, and even day-to-day appli-
cations are certainly among us, the analysis of 5G use cas-
es and “killer applications” still involves educated guess-
work, as they are mostly in the future.

Hoeschele et al. (2021) provide an interesting holistic
model deriving the overall importance of various 5G use
cases. Based on their systematic approach, they derive a
per-application overall impact rating (with Rating p mea-
suring how a particular 5G application affects the traffic
levels at the core Internet). Based on this rating, video,
health, and virtual and augmented reality are the most
important use cases for 5G (Exhibit 8).

"
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Exhibit 8 Relative inter-domain traffic impact
of 5G use cases, Rating p value

1.Video [ElEPAN]

2. Health [PYPEYE
3.VRand AR
4. Energy
5. Cars

6. Manufacturing |3 500
7. Agriculture |2 800
8. Construction |2 290
9. Trains |357
10. Tactile i-net | 170

11. Live events |142

12. Aircraft |85

Source: A modified version of Hoeschele et al. (2021, Table 5).

One of the main ways of distinguishing 5G from the ear-
lier generations is its support for private networks that
seamlessly interact with the publicly accessible infra-
structure.'!

Exhibit 9 is a semantic illustration of what an implemen-
tation of a 5G private network might look like in the case
of an industrial site.

Eckard Eberle,'* CEO of Global Business Services at Sie-

mens, has noted that “Industrial 5G is the gateway to

Exhibit 9 An illustration of a private 5G
network implementation of a factory

by
Enterprise applications ——————————
T
A
Cly &5 @v
IR ol
Mobility 10T, sensors Machine vision

I
@ <

Public

lT cloud
()
5G router : Q :

Private Edge
cloud computing

Source: A slightly modified version of Accenture’s illustration.*
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an all-encompassing, wireless network for production,
maintenance, and logistics. High data rates, ultra-reli-
able transmission, and extremely low latencies will al-
low significant increases in efficiency and flexibility in
industrial added value.”

7 Technology

5Gis aset of technologies embedded into international-
ly agreed technology standards that - with the necessary
further steps of allocating radio spectrum and building
infrastructure - provides functionalities for compatible
devices’ over-the-air communications.

5G may be characterized by a few key dimensions:

- Enhanced mobile broadband. Ultra-high bandwidth
and speed enabling, e.g., bi-directional communica-
tion required in high-definition video calls and in aug-
mented reality applications involving real-time ex-
change of information on a user’s surroundings.

- Massive Internet of Things. Potentially millions of
over-the-air connections in a small geographical area,
e.g., on a process industry site with sensors for each
valve and pipe segment.

- Mission-critical services. For example, in the future,
autonomous vehicles might drive within a few cen-
timeters of each other to save energy - a signal for
breaking must be deliverable instantly 100% of the
time; intense health care units may have wearable
sensors on patients; a warning of a stroke must be
extremely rapid, as fractions of a second matter for
longer-term health outcomes. Especially the former
example combines the need for ultra-low latency (a
minimal delay in transmitting a backet of data) with
ultra-high reliability (i.e., no losses of or variations
in connectivity).

- Integration into all other forms of digital commu-
nications from fixed broadband to satellite.

Architecturally, the above implies that the network must
be software-based and that the managements of both de-
mand (user needs) and supply (resource allocations in
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terms of spectrum etc.) must be very nuanced and time-
ly, which is impossible with either a priori set rules or hu-
man effort - implying that artificial intelligence is need-
ed for 5G to fulfill its promises.

With a software-based implementation, operators can
“slice” the network for different types of uses as well as
lease out “virtualized” resources, say, something that
looks like a private wireless intranet with a company’s
Oown server.

More broadly, the operation of the network is largely dis-
entangled from the physical infrastructure - while 5G is
not a pure cloud computing infrastructure,' it largely
applies the same underlying principles.

If the need-for-speed in delivering data packets is para-
mount, pursuing central processing might become phys-
ically impossible. The need for an ultra-quick response
- implying ultra-low latency - gives rise to edge com-
puting, where processing happens closer to the point,
where data is collected and where the outcomes of pro-
cessing are needed.'

In some ways, 5G is just bigger and better.* As com-

pared to 4G,

- It can handle large volumes of over-the-air (data)
traffic at fast speeds.

- It has low latency (delays in transferring packets of
data).

- Ithas (nearly) complete geographical coverage.

- It has a constant quality of service (the guaranteed
level of which may vary from use to use).

However, 5G also has features beyond 4G:

- 5G is the first mobile generation to fully embrace
cloud computing principles and to be comprehen-
sively software-defined.

- 5G can deliver a massive number of simultaneous
connections (IoT and M2M communication are 5G’s
founding principles).

- 5Gis more open (e.g., enhanced support for private
sub-networks) and it has more distributed network-
ing capabilities (e.g., edge computing).

- 5G can define and service industry (e.g., health care)
and other “verticals” (with specific features and dif-
ferent value propositions for, e.g., autonomous vehi-
cles and tracking devices).

4G isa “one size fits all” solution. 5G differentiates across
various uses and across resources deployed in serving
them and is - from the outset - designed to serve both
humans and machines, arguably with emphasis on the
latter."”

Even though 5G provides jump in energy efficiency (rel-
ative to data volume), with increasing numbers of de-
vices and data volumes, environmental friendliness be-
comes a concern.

5G enables environmental actions in other domains. For
instance, better management of transport and traffic low-
ers capacity needs and energy waste; the circular econo-
my exploits IoT to enable Product-as-a-Service business
models and reuse.

History

The evolution of mobile “cellular” telephony started (the
1st generation, 1G) in the late 1970s and the early 1980s
with analog standards, such as the afore-mentioned NMT,
that were almost exclusively designed for human voice
communications (largely in situations where wireline
connectivity was not available).

In the early 1990s, the fundamental shift from 1G to 2G
- globally mostly based on the afore-mentioned Euro-
pean GSM standard - was a move from analog to digital
technology. During 2G, mobile telephony moved from
corporate and wealthy private customers to almost uni-
versal use in the developed countries and to the upper-
and middle-classes of the developing ones. 2G remained
voice-centric with some support for data communication
- arguably SMS messaging was 2G’s “killer application”.

With 3G in the late 1990s, revenue-wise voice was still
in the lead, even though 3G’s signature feature was
(limited) mobile broadband and thus support for mo-
bile multi-media use. Only with 4G - on the eve of the
2008/9 financial crisis - did mobile broadband become
truly ubiquitous and usable; with this, data became the
primary source of operators’ revenues. As far as data vol-
umes go, streaming video is 4G’s killer application.

The 4G to 5G extensions are discussed above. To summa-
rize, 5G is an integrated approach to digital connectivi-
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ty; 5G serves as a hub or a “network of networks” cover-
ing not only cellular but also other mobile connections
(e.g., satellite) and wireline.

Throughout the technology generations, the basic di-
vision of labor among actors has been intact: regula-
tors set the “rules of the game”; cooperative bodies set
standards; equipment manufacturers provide techni-
cal solutions and gear embodying them; and, broadly
speaking, operators purchase, own, operate, and secure
networks.

Infrastructure

A country’s communications infrastructure may be split
into fixed-line Internet and mobile communications. His-
torically, the former emerged around computers and the
latter around telephony, although during the 2000s the
distinction between fixed and mobile is increasingly a
line drawn in water.

A fixed communications network may be thought of as a
branching tree (Exhibit 10), although in practice a net-
work is less hierarchical. From a network operator’s point
of view, its highest level and the starting point is the core,
which may be understood as a central switchboard (akin
to the trunk of a tree). The main branches forking out
of the core are the next level; these branches and their
sub-branches are what is collectively called the metro
(as the name referring to a city suggests, these are rela-
tively large segments of the network) . The final nodes in

Exhibit 10 A stylized view of a fixed
communications network

/

s
NG
AN

Core

N

Metro Access

Source: The authors' illustration.
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the network, i.e., what is inside a building of final use as
well as cables and equipment directly leading to a build-
ing, are collectively called the access.

A mobile communications network is characterized by
the use of radio spectrum in transmitting bits — both voice
and data. Due to the iron laws of physics, radio spectrum
is a scarce resource. Thus, to transfer large volumes of
bits, a mobile network is based on geographically bound
cells, which enable the use of the same spectrum in other
geographies. To provide uninterrupted service to a user
on the move, adjacent cells need to be able to hand over
data traffic on the fly.

The radio access network (RAN)is the only over-the-air
part in a mobile communications network (Exhibit 11);
the rest is based on landlines in a similar manner - and
partly exploiting the same infrastructure —, as in the case
of a fixed network.

As its name aptly suggests, the core is the most important
part of the infrastructure, as it ensures that end nodes in
the network (humans or machines) can connect and ex-
change information. Key aspects of access management
and traffic allocation happen at the core and data is most-
ly stored and processed there.

Fixed and mobile communications operators control
their infrastructure and traffic within them; equipment
vendors sell hardware and software to operators but are
not in charge of running the networks (save it for tasks
operators’ choose to outsource).

Exhibit 11 A stylized view of a mobile
communications network

Core

Metro Access

Source: The authors' illustration.
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A real-world 5G infrastructure is more like a spider web
than a branching tree illustrated in Exhibit 11. Howev-
er, it does retain the elements of the core, metro, and
access, even though, e.g., the introduction of edge com-
puting (not to mention other complications such as net-
work slicing) makes the definitions of these hierarchical
elements cumbersome.

With the above, it should be clear that digitalization re-
lies on a vast network of physical infrastructures ranging
from satellites and submarine cables to a diverse set of
access points from phones to refrigerators. The control
of, and software-mediated access to, these infrastructures
convey a form of (mostly dormant) power that has im-
plications on national interests.

A further complexity in a mobile communications in-
frastructure is that various generations of mobile tech-
nologies are simultaneously in use and that they employ
multiple spectrum bands. Thus, operators need to opti-
mize over multiple standards and bands. Since interfaces
needed for this optimization do not function smoothly
across network gear vendors, operators are torn between
resorting to just one vendor and incurring extra cost due
to multiple ones.

Spectrum

Only a small, albeit foundational, leg of 5G happens “in
the air” over multiple radio frequencies, the continuum
of which is collectively called the spectrum.

Spectrum is best thought of as a fixed series of lo-
cal frequency pipes; techniques can be used to pump
more stuff into them, but eventually there is an inescap-
able physical limit.

5G depends on governments and regulators granting
timely access to the right amounts and types of afford-
able spectrum.

As data volumes grow, 5G will also depend on the re-
al-time optimization in the use of spectrum - the new
and difficult aspect in this is that this optimization ought
to happen across spectrum licensees, which are indepen-
dent private enterprises.

Exhibit 12 5G operates across three
bands of spectrum

Latency Bandwidth Coverage

High-band - ----- -5 USRS W - - - - - - - Small lag
(>24 Ghz) Fast downloads
10 Gbps Small area covered
Good
S performance
Mid-band - - - - EEEE SRR B - via combining
(1-6 Ghz) kilggger three bands
Kilometers
Low-band - - - Large area covered
(<1 Ghz) Long lag

Slow downloads

Source: A modified version of Boston Consulting Group's illustration
with Forbes, IC5G, IMT-2020, OpenSignal, and Verizon mentioned as
BCG's original sources.”

The properties of a radio frequency are determined by
its wavelength. 5G uses three archetypes of spectrum:
the low-, middle-, and high-band (Exhibit 12). Fre-
quencies in the high-band travel short distances and
are easily absorbed by physical obstacles or rain; on the
positive side, they can support large volumes of fast-mov-
ing data with miniscule delays in transmission. Low-
bands are the opposite of high-bands in all these respects.
The characteristics of the bands are mirrored in infra-
structure and in use cases.

Standards

To work from end-to-end globally, 5G needs to be sup-
ported by hundreds of internationally agreed-on tech-
nology standards, which are in essence blueprints on
how disjoint and modular elements interconnect to en-
able bi-directional communication and service provision
among humans and machines.

In 5G, standards are mostly about interconnection
protocols and interfaces; what happens “with-in a
module” is typically left to a provider and might thus
be proprietary.

3GPP, the 3rd Generation Partnership Project, was es-
tablished in 1998 as an umbrella body of several telecom-

15



ETLA Raportti | ETLA Report | No 152

munications’ standardization bodies (ARIB, ATIS, CCSA,
ETSI, TSDSI, TTA, and TTC) for the process of nurtur-
ing 3G. With later generations, the 3GPP has continued
to serve in the same role.

Requirements

5G uses multiple radio frequencies that have different
abilities to move over-the-air and to penetrate physi-
cal obstacles.

A mobile network consists of geographically bound cells
that need to combine/overlap for seamless connectivity
on the move.

The low-band can serve “macro-cells” from base sta-
tions several kilometers away; the high-band needs “mi-
cro-cells” and base stations that are within a few hundred
meters from the point of use. With multiple deployed fre-
quencies and varying needs of application verticals, the
physics of a 5G network are best thought of as a multi-
layered mesh (Exhibit 13).

As Exhibit 13 illustrates, every base station needs a fiber
optic connection. Current fiber-optic cables, called the
backhaul in the context of 5G, are insufficient for mobile
communications’ future needs.

Exhibit 13 Macro-cells using low-band and
micro-cells using high-band
complement each other

Micro-cells using
high-band cover
from 10s to

% I :}rcl)gtsec:sf

o

All cells: Fiber-optic and electricity connections

Macro-cells using low-band
can cover 10+ kilometers

Source: A modified version of an illustration in Smart Docklands
report.”
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In the context of 4G, operators mostly have (or lease)
their own (macro-cell) towers, base stations, fibers etc.
Furthermore, these are only in part shared with fixed
network infrastructures. With 5G, it is increasingly in
question whether separate infrastructures are sensible
or even feasible, which is an issue that regulators must
also consider.

A further complication is that 5G is indeed to serve as a
“network of networks” beyond its considerable own ca-
pabilities; the joint initiative of the European Commis-
sion and the continent’s ICT industry notes that “The
5G concept combines various access technologies, such
as cellular, wireless, satellite and wireline, for delivering
reliable performance for critical communications and im-
prove area coverage”.” Circa 2030, we might no longer
talk about 5G and the internet independently, as the two
have merged into each other. Thus, all digitalization-re-
lated regulatory issues will also be 5G issues.

The realization of 5G will be quite different from all the
earlier generations of mobile communications. This al-
so disrupts earlier regulatory frameworks. On one hand,
5G needs to be much more collaborative and it needs to
embed fluid sharing and shifting of resources. On the
other hand, it needs to be conducive to innovation and
competition - in a context where some future trajecto-
ries are simply unknown. It is even hard to grasp what
and who to regulate: as far as 5G infrastructure is con-
cerned, there are no clear lines of command and control
but rather multi-party contractual arrangements involv-
ing dispersed and overlapping ownership structures and
service obligations.

Regulation

5G’s performance requirements and technical aspects
have direct implications on regulation.

The bottleneck of spectrum will ultimately be severely

binding. In the context of spectrum, national and inter-

national regulatory questions are:

- How to make the maximum amounts of different fre-
quencies available?

- How to ensure optimization and sharing in use, while
supporting innovation, competition, and private in-
centives to invest?
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- How to maximize societal netgains — perhaps, e.g.,
including balancing between immediate public reve-
nue from spectrum auctions and consequences that
it might have on network roll-out and use?

5G’s infrastructural needs are large in terms of:

- physical access points (base station locations),
- hardware and software gear, and

- monetary investment.

In a world increasingly influenced by geoeconomics,
these needs are addressed in a much more uncertain,
unpredictable, and unforeseeable world.

With 4G, operators would negotiate and contract with
land and property owners separately for each (mac-
ro-cell) location. This will not be feasible in 5G. Regula-
tory measures are needed for ensuring, from the opera-
tors’ point of view preferably automatic, “rights of way”
in deploying base stations, backhaul fiber-optics, and
electricity connections. Most locations will be on public
land and infrastructure.

As for provision of gear, generally society is best off by
having open, competitive, and - outside commonly set
standards - technology-neutral markets at each level of
the technology stack.

As far as private investment is concerned, previously
the approach has been to introduce a new generation
in the marketplace and to “see what happens”. With fu-
ture generations, investment needs are larger and re-
turn more uncertain. Consequently, 6G (and beyond)
might have a chicken-and-egg problem: a “push” strat-
egy, building a full infrastructure and waiting for (suffi-
ciently profitable) use cases, has a long and uncertain
payback; whereas a “pull”, i.e., customers’ demand (in
large volumes and with a high willingness to pay), might
not emerge before a technology is fully deployed. In such
a context, enabling and motivating private investment is
also a public concern.

In 1G to 4G, the network coverage and speed provided at
eachlocation has been determined by operators’ business
logic; with 5G, this is not necessary socially (or political-
ly) desirable. The argument is similar to “fiber socialism”
that — mostly at the municipal level - has been applied
in many European countries: if and when (mobile) dig-

ital connectivity serves as a gateway to many public ser-
vices and supports democracy and other socially desir-
able objectives, certain quality of (mobile) connectivity
is a “fundamental human right”. Just applying business
logic will leave some areas out-of-luck, which might be
unacceptable from a social viewpoint.

Competition in the context of 5G is a tricky regulatory
issue. With 5G, there are several economic forces pro-
moting market concentration. Both economic (scale and
scope economies) and technical issues (spectrum opti-
mization and physical infeasibility of multiple infrastruc-
tures) point towards cooperative build-up of infrastruc-
ture and sharing of resources upon operating networks,
which in turn change the locus of competition as com-
pared to 1G to 4G.

In 1G to 4G, regulation has often been based on the idea
that there is one type of intermediary to regulate. In 5G,
the policy challenge is that (a) the earlier “silos” now
converge into the regulation of the future internet and
thus digitalization at large and that (b) provision, own-
ership, and operation relationships of infrastructure are
increasingly complex.

Open RAN

The O-RAN Alliance is a group of network operators and
equipment vendors founded by AT&T, China Mobile,
Deutsche Telekom, NTT Docomo, and Orange in 2018
with the stated intent of increasing interoperability, pro-
moting vendor diversity, and creating a common pool
of intellectual property around mobile communications
standards - as the name suggests, particularly when it
comes to the radio access network. O-RAN has emerged
as a potential alternative to proprietary offerings by, e.g.,
Ericsson and Nokia.

In the context of national security, O-RAN has been
hailed to reduce cross-border dependences, although
the actual outcome between business-as-usual 5G and
O-RAN will greatly depend on details in implementation.
For example, the UK has been keen to promote O-RAN
is a strategy to have a more diverse and competitive pro-
vider market; it has set an ambition to have 35% of the
UK’s network traffic to be carried over O-RAN architec-
tures by 2030.
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O-RAN is largely a network architecture paradigm. Its
promised benefits are interoperability, flexibility, inno-
vation, cost reduction, and openness. In principle, any
number of “white box” providers can design and sell gear
for it.

While O-RAN potentially addresses some security con-
cerns, it also raises others. After an intervention by the
EU,* security aspects are now more prominent in O-RAN.

O-RAN deployments and trial phases are taking place in
the US and Japan and are starting in Europe with trial
phases and pilot projects.

Security

5G security implies

- availability,

- confidentiality, and

- integrity

of infrastructure, content, and data.

Security is the fundamental regulatory objective and ob-
ligates to design, to construct, and to maintain an infra-
structure in which communications are not compromised
by internal or external threats and quality of service is
maintained under viable scenarios.

Fulfilling the objective necessitates identifying infrastruc-
ture and content elements, threat trajectories and vul-
nerabilities, and possible impacts of security lapses and
their mitigation. Cybersecurity risks can be reduced but
they cannot be removed altogether.

At the EU level, a key legislative piece in cybersecurity is
the development of the EU 5G Toolbox and the revised
NIS2 Directive (the European Network and Information
Security Directive) which entered into force in January
2023, with the transposition deadline in October 2024.*
NIS2 establishes a set of cybersecurity precautions and
obligations to service providers as well as defines risk and
security concepts and minimum measures to prevent in-
cidences and to manage crises. It necessitates changes in
the Member States’ national security legislation.

Also, a relevant regulation is the Critical Entities Resil-
ience Directive (CER), which also entered into force in
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January 2023.* The Commission has adopted a list of es-
sential services in the eleven sectors and one of them is
digital infrastructure, with services such as the provision
and operation of internet exchange point service, domain
name system, top-level domain, cloud computing and data
center. Next the Member States have to identify the critical
entities by July 2026. Once identified, the critical entities
will have to take measures to enhance their resilience.”

The software-defined nature of 5G is both an asset and
a liability when it comes to cybersecurity. Arguably, as
compared to 4G, attack vectors should be fewer and more
manageable. Operators nevertheless face new challeng-
es in the 5G era:

- Multi-access edge computing requires mitigating data
breach risk between operators’ and enterprises’ net-
works.

- With network slicing, tenants in a network must be
strongly isolated with strict access control and end-
to-end encryption.

- With higher bandwidth connectivity, malicious traffic,
such as Distributed Denial of Service Attacks (DDoS),
can become more vicious.

- Security management must become centralized and
mostly automated.

While providers must be able to guarantee gear that is
anomaly-resistant and vulnerability-free, in designing the
system this aspect cannot be trusted.

As in any cloud computing application, 5G infrastructure
is designed for seamless operation in case of hardware
failure or misbehavior. Relatedly, the state-of-the-art in
the ICT industry has long ago moved beyond security
based on trusted brands and firewalls - the currently em-
ployed Zero Trust model assumes security breaches in a
network and thus verifies each data request.

The idea of end-to-end (E2E) encryption is to protect
data - in the context of 5G, voice, text, binary coded in-
formation, and metadata (e.g., caller records) —in transit
and storage by making it unreadable if accessed by any-
one but the sender and the intended receiver(s). When
E2E is applied, the 5G infrastructure has no way to ac-
cess the content of traffic it carries.

In cybersecurity, a chain is truly as strong as its weakest
link; even though thinking of cybersecurity as an issue
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spanning the whole infrastructure is cumbersome, little
else makes practical sense. Cybersecurity must be holis-
tic and coordinated to serve its purpose. It is important
to attend to the entire lifespan of the network starting
from its founding legislation and construction consider-
ing also critical equipment’s’ design, development, and
procurement as well as implementation, operation, and
maintenance.

The European Cybersecurity Agency ENISA conducted a
deep dive into threats and risks in its Threat Landscape
for 5G Networks report. As stated in the introduction to
the report, “to better understand the cyber-threats af-
fecting 5G Networks, it is essential to know the vulner-
abilities and weaknesses of assets, assessing thus their
attack surface and how it can be exploited by malicious
actors.”

A more recent EU risk assessment was done on the cy-
bersecurity and resilience of Europe’s telecommunica-
tions and electricity sectors in July 2024. The risk eval-
uation identified both technical and non-technical risks
such as the risks to the supply chain security, the lack of
cyber professionals, and the risks posed by malicious ac-
tivities from cyber criminals and state-sponsored threat
actors. Supply chain risks were the main concern regard-
ing 5G rollout. Also, ransomware, data wipers and ex-
ploitation of zero-day vulnerabilities were identified as
ongoing risks. In addition, the physical sabotage of ca-
ble infrastructure and the jamming of satellite signals
were identified as specific risks that are particularly dif-
ficult to mitigate.*

On the US side, the National Cybersecurity Center of Ex-
cellence (NCCoE) at the National Institute of Standards
and Technology (NIST) has launched a 5G Cybersecurity
project. As 5G becomes more widely available, operators
and users of these systems must safeguard the technol-
ogy from cyberattacks as 5G development, deployment,
and usage evolves.”

ENISA is preparing a new candidate cybersecurity cer-
tification scheme for 5G. This work is based on the EU
toolbox for 5G security and is expected to enhance the
cybersecurity of 5G networks as part of a broader risk
mitigation strategy. In this work ENISA is supported by
the Ad Hoc Working Group. *

8 Regulation in the EU

Secure, resilient, performant, and sustainable digital in-
frastructures is one of the targets of Europe’s Digital De-
cade Policy Programme 2030, which continues to steer
the work of the EU and the new European Commission.”

The Commission acknowledges that the EU connectivi-
ty infrastructure is not yet ready to address the current
and future challenges of the data-driven economy and the
end-user needs. Faster and more secure connections are
needed for deploying Al This is expected to be addressed
in the foreseen Digital Networks Act incentivizing the de-
velopment of the digital networks of the future. *

The complex digital infrastructure ecosystem is regulated
with a fragmented set of regulations. The Draghi report
identified this inconsistency and restrictiveness of reg-
ulation as one of the reasons hindering Europe to close
its innovation gap. The EU is behind its 2030 Digital De-
cade targets for fiber and 5G deployment.

The aim of the 2018 European Electronic Communica-
tions Code was to promote connectivity by putting in
place a regulatory framework to drive investments in
high-capacity networks, and to cut red tape. Howevetr,
the Commission does not deem the results to be satisfac-
tory due to the delayed transposition by several Member
States, but also because of the complexity of the frame-
work and its procedures.*

The EU does not have a single market for digital commu-
nication networks and services, but 27 national markets
with different supply and demand conditions, network
architectures, and spectrum allocation procedures - regu-
lation is only partly harmonized. The fragmentation con-
cerns not only the supply side but also the demand side
of the market. Radio spectrum policy is an area of shared
competence between the EU and the Member States.
There are also other national rules impairing the full re-
alization of the Single Market, for instance, on lawful in-
terception, data retention, and data localization rules.*

The recent geopolitical developments have highlight-
ed the importance of security and resilience of key en-
abling technologies and critical infrastructures. There is
a heightened need to rely on trusted suppliers and to mit-
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igate vulnerabilities and dependencies. The EU 5G Cy-
bersecurity Toolbox proposed a set of measures to mit-
igate the risks to 5G networks, to assess the risk profile
of suppliers and exclusion of high-risk suppliers from
the critical assets.*

The EU has passed two key legislative frameworks to en-
hance the security and resilience of the critical infrastruc-
ture, namely NIS2 and CER directives. Another recent
addition is the Cyber Resilience Act, which places secu-
rity-by-design obligations on the manufacturers of hard-
ware and software products for their life cycle. The EU
has also analyzed the cybersecurity implications of Open
Radio Access Networks (RAN) to prepare for this para-
digm shift of open interfaces in the 5G RAN architecture.

One reason for the slow 5G roll-out in the EU is the lack
of coordinated and harmonized radio spectrum policy
on the European level. Sufficient and efficiently used
spectrum resources are needed for deployment of new
wireless services for 10T, vertical use cases, and - in the
future - 6G. The Draghi report calls for EU-level ap-
proaches to harmonize EU-wide spectrum licensing rules
and processes.*

There are also EU funding instruments and programs that
should be fully utilized to foster investment and to create
new innovations in digital communication applications.
As the Commission has assessed, massive investments
in connectivity capacity are required to support the cre-
ation of a collaborative connectivity and computing eco-
system in Europe. The new Commission is planning to
set up a new European Competitiveness Fund to foster
investments in strategic technologies.

Protecting European interests and its critical infrastruc-
tures and communication networks calls for enhanced
preparedness. Preparedness is an attitude, a mindset,
but also a matter of credibility as extensively discussed
in the Niinistd report. The foreseen Preparedness Union
Strategy is foreseen to address the digital infrastructure
needs as well.*

Key policies and legislation

While still incomplete, the EU has established a compre-
hensive regulatory framework to support the develop-
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ment and deployment of 5G. These policies and regula-
tions aim to facilitate innovation, manage radio spectrum,
and enhance cybersecurity. Key pieces of the EU’s 5G pol-
icy and legislation are summarized in Exhibit 14.

In early 2013, the EU formed the 5G Public-Private Part-
nership (5G-PPP),¥” which aimed to boost 5G research
and innovation.

Later efforts, including the 2016 5G Action Plan* and the
2021 Digital Compass,* provide milestones for achieving
extensive 5G coverage across Europe, from urban areas
to transport routes, with an ambitious target to reach all
populated areas by 2030. These policies underscore the
EU’s commitment to staying competitive in the global
digital landscape.

The State of the Digital Decade 2024 Report* provides
an annual overview of the EU’s progress towards achiev-
ing the 2030 targets set out in the Digital Decade Policy
Programme. It tracks advancements across digital infra-
structure, businesses, digital skills, and public services.
It includes specific recommendations for the Member
States. The report also details national strategic road-
maps submitted by the Member States and the Europe-
an Commission’s recommendations to address identi-
fied shortcomings. Some findings of the report include
the need of the Member States to drive gigabit internet
adoption to meet infrastructure targets and expedite the
deployment of standalone 5G networks for full 5G poten-
tial. It is critical to thoroughly implement the 5G cyber-
security toolbox for secure networks. Supporting innova-
tive digital solutions, especially among SMEs, is essential
for economic growth. Significant EU investments under-
score the importance of digital transformation in Europe.

Each regulatory piece has specific objectives to facilitate
the 5G transition. For instance, the Radio Spectrum Pol-
icy Program (RSPP)* seeks to harmonize spectrum use
across borders, making it easier for 5G networks to op-
erate efficiently within the single market.

The European Electronic Communications Code (EEC-
C)* was introduced to modernize telecommunications
regulation, to simplify spectrum management, and to
enhance data security provisions, which are essential
for stable 5G connectivity. Complementary measures,
such as the 2020 regulation on small-area wireless access
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points, streamline the deployment of essential 5G infra-
structure, particularly in dense urban areas.

Together, these policies and regulations (cf. Exhibit 14)
create a multi-faceted approach aiming to ensure that the
EU stays at the forefront of 5G innovation and maintains
its geoeconomic influence by setting high standards for
5G governance and infrastructure in the global market.

9 Regulation in Finland

Of the recent legislative pieces, the EU 5G Toolbox is per-
haps the most important one. It was explicitly designed
to address geopolitical and geoeconomic concerns. How-
ever, since it left considerable leeway for interpretation,
the Member States have implemented it quite different-
ly. For example, Estonian and Sweden banned Chinese
gear in their national infrastructures. Finland took a dif-
ferent route.

On 7 December 2020, The Parliament of Finland (Edu-
skunta) approved a law allowing authorities to ban tele-
communications network equipment on grounds of a
serious endanger to national security or defense.* The
law introduces a new advisory board for monitoring
security. It consists of representatives of the industry
and the central authorities from different administra-
tive branches. It discusses security and issues recom-
mendations.

Unlike several other countries implementing the EU 5G
toolbox, Finland neither banned vendors based on the
country of origin nor singled out any. The Finnish law on-
ly applies to the most critical parts of the network — un-
derstood as the most central nodes of network traffic. The
law also states that - if the authority orders network gear
to be removed - the government will pay compensation.

The Finnish Transport and Communications Agency
Traficom oversees defining practical elements relevant
to the law and its enforcement. The advisory board for
network security (Verkkoturvallisuuden neuvottelukun-
ta) plays a key role in defining and designing the methods
and process to implement the law with the contribution
from the relevant ministries, authorities and the telecom
operators and their industry association.

Group with support from European
Commission and European Union
principles provided in the 2024 State
of the Digital Decade report.

Focuses on creating universal and
Agency for Cyber Security (ENISA).

Part of a broader international
strategy for global 5G consensus.
continuous 5G coverage.
Prepared by NIS Cooperation

A second assessment of the
implementation of the digital

Additional Info

Aimed for 5G services in all Member
States by 2020, 5G coverage in urban
areas & transport routes by 2025.
Strengthens security requirements
for network operators, assesses
supplier risks and diversification

5G coverage for all populated areas
and main transport paths by 2030.

Supports EU leadership in 5G
strategies.

innovation.

(7]
c
2
e
©
=
o
£

ensuring secure deployment across

Early rollout of 5G infrastructure
Member States.

across Europe.
cybersecurity risks in 5G networks,

transformation by 2030 under the

Public-private partnership for
A set of measures for mitigating
2030 Digital Compass.

research and innovation in 5G

technology.
Pathway to Europe’s digital

Description

5G Public-Private Partnership (5G PPP) (2013)

Digital Decade Policy Programme (2021)

EU Policy / Initiative
5G Action Plan (2016)
5G Toolbox (2020)

Exhibit 14 5G-related EU policies and legislation
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10 Conclusions

Global economic progress over three decades up until
around 2007 was largely based on increasing openness
and on moderating political tensions and ideological dif-
ferences. Recently geopolitics, as opposed to technology
issues or market competition, have become the primary
driver of developments in mobile communications. Major
countries and blocs seek technological sovereignty but,
in the case of technologically advanced products, they
are still utterly dependent on geographically dispersed
global supply chains.

Developments in 5G raise questions with respect to the
future of free trade especially when it comes to technol-
ogy intensive industries. Governments obviously have

a legitimate interest in regulating the construction and
use of 5G to safeguard national interests. Given the in-
creasing prominence of mobile communications in the
future, such public interests are likely to become increas-
ingly pronounced.

As compared to 1G to 4G, 5G is a major technical and
business discontinuity. The 5G is the first generation to
fully embrace cloud computing principles and software
defined networks (and virtualization, slicing, and ver-
ticals that come with it). It is also the first generation
with a truly multi-band radio interface and reasonable
integration with other over-the-air and wireline digital
communications (although this aspect will be further
deepened with the upcoming 6G). However, 5G’s tech-
nical and business discontinuity also induces a regulato-
ry discontinuity, which has not yet been fully addressed.
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